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Abstract

The rapid deployment of autonomous control software in safety critical domains necessitates rigorous 
validation and verification processes. Traditional formal verification methods offer mathematical guarantees 
regarding system behavior under specified conditions. However, the translation of these static guarantees 
into dynamic, unpredictable operational environments often reveals significant assurance gaps. This paper 
investigates the predictive relationship between the outcomes of formal verification methods and the actual 
runtime  assurance  observed  in  autonomous  control  systems.  By  developing  and  deploying  a 
comprehensive benchmark evaluation suite, this study systematically analyzes various control software 
architectures  subjected  to  both  static  formal  verification  and  dynamic  runtime  testing.  The  research 
evaluates how metrics derived from model checking and theorem proving correlate with runtime safety 
interventions, system stability, and fault tolerance capabilities. Through extensive simulation and empirical 
data collection across varied operational scenarios, the findings demonstrate that while formal verification 
provides a foundational layer of safety, specific static metrics can reliably predict the frequency and severity 
of required runtime assurance interventions. The analysis reveals distinct patterns where high state space 
coverage in verification correlates strongly with reduced runtime fault triggers, whereas abstract theorem 
proving outcomes show a more variable predictive capacity. These insights contribute to a more holistic 
framework for certifying autonomous systems, ensuring that theoretical safety guarantees are effectively 
translated into robust physical performance.
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1. Introduction

1.1 Background on Autonomous Control Software

The integration of autonomous control software into modern technological infrastructure represents one of 
the most significant paradigm shifts in contemporary engineering. From unmanned aerial vehicles and 
autonomous ground transport to advanced industrial robotics and medical dispensing systems, autonomous 
controllers  are  increasingly  entrusted with tasks that  directly  impact  human safety  and environmental 
integrity. These systems rely on complex algorithmic structures that process vast amounts of sensor data, 
compute optimal trajectories, and actuate physical mechanisms with minimal human oversight. The inherent 
complexity of these tasks necessitates software architectures that are not only highly efficient but also 
exceptionally robust against internal faults and external perturbations. As documented in early studies on 
autonomous architectures [1], the transition from human in the loop systems to fully autonomous operations 
removes the traditional safety buffer provided by human operators. Consequently, the burden of ensuring 
operational  safety  shifts  entirely  to  the underlying control  software.  This  shift  has prompted a critical 
reevaluation of how software reliability is measured, assured, and maintained throughout the lifecycle of 
autonomous systems [2]. The challenge is compounded by the fact that autonomous systems operate in  
open, unstructured environments where it is impossible to anticipate and program for every conceivable 
edge case [3].

1.2 The Need for Runtime Assurance
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To address the unpredictability of physical environments, engineers have increasingly turned to runtime 
assurance mechanisms. Runtime assurance involves the continuous monitoring of a system during its 
execution to ensure that its behavior remains within predefined safety boundaries. When a potential violation 
is detected, the runtime assurance system intervenes, typically by transferring control from a complex, 
unverified primary controller to a simpler, fully verified fallback controller. This architectural pattern, often 
referred to as a Simplex architecture, guarantees that catastrophic failures are avoided even if the primary 
controller  acts  unpredictably  due  to  algorithmic  errors  or  unanticipated  environmental  conditions  [4]. 
However,  the efficacy of  runtime assurance is  heavily  dependent  on the accurate definition of  safety 
boundaries and the timely detection of deviations. As noted by researchers in dynamic system safety [5],  
overly  conservative  boundaries  can  lead to  frequent,  unnecessary  interventions  that  degrade system 
performance,  while  overly  permissive  boundaries  risk  failing  to  prevent  actual  hazards.  Therefore, 
understanding the anticipated behavior of the primary controller before deployment is crucial for designing 
optimal runtime assurance mechanisms. This necessitates a strong predictive link between pre deployment 
verification activities and expected runtime behavior [6].

1.3 Formal Verification in Software Engineering

Formal verification constitutes a suite of mathematical techniques used to prove or disprove the correctness 
of intended algorithms underlying a system with respect to a certain formal specification or property. Unlike 
empirical testing, which can only show the presence of errors but never their complete absence, formal 
verification aims to provide absolute certainty within the bounds of the specified model. Techniques such as 
model checking exhaustively explore the state space of a system to ensure that undesirable states, such as 
deadlocks or safety property violations, are unreachable [7]. Similarly, deductive verification and theorem 
proving use logical inference to demonstrate that a program meets its specifications across all possible 
inputs [8]. Despite their theoretical rigor, formal verification methods suffer from well documented limitations 
when applied to autonomous control software. The state explosion problem often renders exhaustive model 
checking  computationally  intractable  for  complex  systems [9].  Furthermore,  the  mathematical  models 
verified  statically  often  abstract  away  the  physical  realities  of  sensor  noise,  actuator  latency,  and 
environmental dynamics, leading to a phenomenon where formally verified software still exhibits unsafe 
behavior when deployed in the physical world [10].

1.4 Objectives and Contributions

The primary objective of this paper is to bridge the gap between static formal verification outcomes and 
dynamic runtime assurance requirements. Specifically, this research aims to determine whether and how 
the quantitative metrics derived from formal verification processes can reliably predict the performance and 
intervention frequency of runtime assurance mechanisms in autonomous control software. To achieve this, 
the study introduces a novel benchmark evaluation framework designed to subject various autonomous 
control algorithms to both rigorous formal verification and extensive simulated runtime testing [11]. By 
systematically  comparing  the  static  verification  metrics,  such  as  state  space  coverage  and  proof 
convergence time, against runtime metrics, such as intervention frequency and safety margin violations, this 
paper establishes a predictive model for autonomous software reliability [12]. The contributions of this work 
are manifold: it provides a standardized benchmark suite tailored for autonomous control systems, it offers 
empirical evidence detailing the correlation between static proofs and dynamic execution, and it proposes a 
hybrid certification methodology that leverages the predictive power of formal verification to optimize runtime 
assurance parameters.

2. Literature Review and Theoretical Framework

2.1 Evolution of Formal Verification Methods

The historical trajectory of formal verification is deeply intertwined with the development of safety critical 
systems. Early efforts in the domain primarily focused on deductive verification, where engineers manually 
constructed mathematical proofs to demonstrate program correctness [13]. While theoretically sound, this 
approach was highly labor intensive and prone to human error, limiting its applicability to relatively small  
and simple software modules. The advent of automated theorem provers and satisfiability modulo theories 
solvers significantly enhanced the scalability of deductive methods [14]. Concurrently, the development of 
model checking provided an automated alternative that could algorithmically verify finite state systems 
against specifications written in temporal logic [15]. As computational power increased, so did the complexity 



International Journal of Computing Systems and Software Engineering   |   https://ijcsse.net

Vol. 1, Issue 3 (2026) 102

of the systems subjected to model checking. However, the application of these methods to autonomous 
control software introduced new challenges. Autonomous systems typically involve continuous dynamics 
governed by differential equations, interacting with discrete control logic. This hybrid nature requires hybrid 
automata  models,  which  are  notoriously  difficult  to  verify  due  to  undecidability  issues  [16].  Recent 
advancements have focused on abstraction techniques, bounded model checking, and the integration of 
machine learning to guide state space exploration, yet the challenge of verifying highly complex, non 
deterministic autonomous behaviors remains a significant hurdle [17].

Figure 1: Comprehensive Architectural Diagram of Hybrid Formal Verification and Runtime Assurance Integration

2.2 Runtime Assurance Architectures

Runtime assurance has emerged as a pragmatic solution to the limitations of static formal verification. The 
foundational concept of runtime assurance is to separate the concerns of complex performance optimization 
from fundamental safety [18]. The most prominent architectural instantiation of this concept is the Simplex 
architecture. In this setup, a complex unverified controller, which might utilize advanced machine learning 
algorithms for optimal performance, operates alongside a simple, formally verified baseline controller [19]. 
A decision module, or safety monitor, continuously observes the system state and the proposed actions of 
the complex controller. If the monitor determines that the proposed actions will drive the system into an 
unsafe state, it preempts the complex controller and switches execution to the verified baseline controller to 
recover the system to a known safe state [20]. The design of the safety monitor is the most critical aspect  
of runtime assurance. It requires the formulation of a reachability analysis that can compute the forward 
projection of the system state in real time. Scholars have proposed various methods for implementing these 
monitors, ranging from conservative control barrier functions to computationally intensive online reachability 
approximations [21]. 

2.3 Bridging Formal Verification and Runtime Behavior

The intersection of formal verification and runtime assurance represents a fertile area of contemporary 
research.  While  traditionally  viewed as separate  phases of  the software  lifecycle,  there  is  a  growing 
consensus that these methodologies must be tightly integrated to certify autonomous systems effectively. 
Formal  verification  can  be  utilized  to  prove  the  correctness  of  the  runtime  assurance  mechanisms 
themselves, such as verifying the decision logic of the safety monitor and the safety guarantees of the 
baseline controller [22]. However, a less explored but equally critical area is using formal verification metrics 
of the primary controller to inform the design and parameterization of the runtime assurance system. If  
formal methods can quantify the residual uncertainty or the probability of failure in the primary controller,  
this information can be used to dynamically adjust the conservatism of the safety monitor [23]. For example, 
a controller that has achieved a high degree of state space coverage during model checking might require  
a less intrusive safety monitor compared to a controller that frequently triggered false positive alarms during 
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static analysis. Establishing this predictive link requires extensive empirical evaluation, which is currently 
lacking in the literature due to the absence of standardized benchmarks that bridge static and dynamic 
domains [24].

2.4 Existing Benchmark Evaluations in Autonomous Systems

Benchmark evaluation is a cornerstone of empirical software engineering, providing standardized datasets 
and metrics to compare different tools and methodologies objectively. In the realm of formal verification,  
competitions  such  as  the  International  Competition  on  Software  Verification  have  driven  significant 
advancements by providing a vast repository of verification tasks [25]. However, these benchmarks are 
predominantly focused on general  purpose software and often lack the physical  dynamics and timing 
constraints inherent in autonomous control systems. Conversely, benchmarks in the robotics and control 
communities  focus  heavily  on  dynamic  simulation  and  physical  performance  but  rarely  incorporate 
structured formal verification tasks [26]. Some recent initiatives have attempted to bridge this gap by creating 
hybrid benchmarks that include both source code for formal analysis and simulation environments for 
runtime evaluation [27]. Nevertheless, these initial efforts are often limited to specific applications, such as 
quadrotor navigation or simple car following models, and do not provide the comprehensive, multi domain 
evaluation necessary to draw generalized conclusions about the predictive power of formal verification 
metrics across different types of autonomous control software [28].

3. Methodology for Benchmark Evaluation

3.1 Selection of Formal Verification Tools

To conduct a comprehensive benchmark evaluation, it is imperative to select a representative suite of formal 
verification  tools  that  encompass  the  various  methodologies  currently  employed  in  the  industry  and 
academia. For this study, the tool selection process was guided by the need to include both model checking 
and  deductive  verification  paradigms.  The  selected  tools  include  bounded  model  checkers  designed 
specifically  for  C  and  C++  source  code,  which  are  the  predominant  languages  used  in  embedded 
autonomous  control  systems.  These  tools  are  configured  to  systematically  unroll  loops  and  explore 
execution paths up to a predefined depth, searching for violations of user defined safety assertions such as 
array bounds overflows, arithmetic anomalies, and memory safety violations. Additionally, tools based on 
abstract interpretation were included to provide sound, though sometimes overly conservative, bounds on 
variable values throughout the program execution. Finally, deductive theorem provers relying on satisfiability 
modulo theories solvers were utilized to verify complex functional properties and loop invariants. The diverse 
nature of these tools ensures that the static metrics collected represent a holistic view of the software's  
verifiable properties, capturing different dimensions of code complexity and mathematical provability.

Table 1: Formal Verification Tool Configuration and Targeted Static Metrics

Verification Paradigm Tool Class Targeted Analysis Domain
Primary Static Metrics 

Collected

Bounded Model Checking Path Exploration Memory Safety, Assertions
State Space Coverage, 
Path Depth

Abstract Interpretation Static Analysis Value Bounds, Data Flow
False Positive Rate, 
Warning Density

Deductive Verification SMT Solving Functional Correctness
Proof Convergence Time, 
Complexity

Hybrid Automata Reachability Analysis Continuous Dynamics
State Computation Time, 
Volume

3.2 Design of the Benchmark Suite

The core of the methodology relies on a newly designed benchmark suite specifically tailored to evaluate  
autonomous control software across both static and dynamic domains. The benchmark suite comprises 
twenty distinct control algorithms, ranging from classical proportional integral derivative controllers optimized 
for path following, to advanced model predictive controllers handling multi variable trajectory generation, 
and neural network based reinforcement learning controllers managing complex obstacle avoidance tasks. 
To ensure ecological validity, the control software in the benchmark suite is subjected to injected faults and 
environmental uncertainties modeled on real world sensor degradation, actuator latency, and unexpected 
physical disturbances. Each algorithm is paired with a rigorously defined set of formal specifications detailing 
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its operational constraints and safety invariants. The benchmark suite is structured to facilitate an automated 
pipeline where each control algorithm first undergoes static analysis using the selected formal verification 
tools, followed immediately by dynamic execution within a high fidelity simulation environment equipped 
with a standardized runtime assurance monitor.

3.3 Evaluation Metrics for Predicting Runtime Assurance

The methodology requires the precise definition of metrics in both the static verification phase and the 
dynamic runtime phase to establish a predictive correlation. In the static phase, the primary metrics include 
state space coverage, which quantifies the percentage of possible execution states successfully analyzed 
by  the  model  checker  before  reaching  computational  limits.  Proof  convergence  time  is  recorded  for 
deductive verifiers, measuring the computational effort required to resolve the logical formulas associated 
with the controller. Furthermore, the warning density or false positive rate from abstract interpretation tools 
is documented to measure the inherent ambiguity or complexity of the source code. In the dynamic runtime 
phase,  the primary metric  is  the intervention frequency,  defined as the number  of  times the runtime 
assurance monitor preempts the primary controller over a standard simulation epoch. Additionally, the 
recovery time, which is the duration required for the verified baseline controller to return the system to a 
nominal state following an intervention, is recorded. The severity of the boundary violation, measured as the 
minimum  distance  between  the  system  state  and  the  absolute  safety  boundary  at  the  moment  of  
intervention, provides a quantitative measure of how aggressively the primary controller approaches unsafe 
states.

4. Implementation and Analysis Framework

4.1 System Architecture of Autonomous Control Targets

The implementation of the benchmark suite requires a highly controlled and deterministic environment to 
ensure that dynamic runtime metrics are reproducible and accurately reflect the properties of the control 
software rather than simulation artifacts. The autonomous control targets are implemented within a software 
in the loop simulation architecture. This architecture utilizes a containerized environment where the primary 
control software, the safety monitor, and the baseline verified controller run as separate, strictly isolated 
processes communicating via a deterministic message passing interface. The physical environment is 
simulated using a synchronized physics engine that provides high fidelity models of rigid body dynamics, 
aerodynamics, and ground friction. The safety monitor is implemented using control barrier functions, which 
provide a computationally efficient method for calculating forward reachability and determining boundary 
violations  in  real  time.  The  architecture  ensures  that  any  latency  in  the  primary  controller  or  the 
communication bus accurately triggers the runtime assurance mechanisms, mirroring the physical realities 
of deployed autonomous systems.
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Figure 2: Software in the Loop Simulation Pipeline for Data Collection

4.2 Data Collection and Preprocessing

The data collection process is automated through a continuous integration pipeline that orchestrates the 
execution of the benchmark suite. For each control algorithm, the pipeline first initiates the formal verification 
tools,  configuring them with varying degrees of resource bounds, such as memory limits and timeout 
thresholds. The outputs from these tools are parsed to extract the predefined static metrics. Following the 
static  analysis,  the algorithm is compiled and deployed into the software in  the loop simulator.  Each 
algorithm undergoes one thousand Monte Carlo simulation runs, with randomized initial conditions, sensor 
noise  profiles,  and  environmental  disturbances.  The  runtime  assurance  monitor  logs  high  frequency 
telemetry data, recording every safety evaluation, intervention trigger, and state trajectory. The raw data 
from both phases is subsequently subjected to a preprocessing routine. This routine involves normalizing 
the static metrics to account for the varying scales between different verification tools, and aggregating the 
high  frequency  runtime  telemetry  into  summary  statistics,  such  as  mean  intervention  frequency  and 
maximum boundary violation severity for each Monte Carlo epoch.

4.3 Analytical Procedures for Prediction

The core analytical procedure involves utilizing statistical modeling and machine learning techniques to map 
the preprocessed static verification metrics to the aggregated runtime metrics. Initially, bivariate correlation 
analyses, including Pearson and Spearman rank correlation coefficients, are computed to identify direct  
linear and monotonic relationships between individual static metrics, such as state space coverage, and 
dynamic  metrics,  such  as  intervention  frequency.  To  capture  more  complex,  non  linear  interactions, 
multivariable regression models are constructed. These models use the complete vector of static verification 
metrics as independent variables to predict the expected frequency and severity of runtime interventions. 
Furthermore, classification algorithms are employed to predict whether a specific operational scenario will 
result in a runtime intervention based solely on the static profile of the control algorithm and the initial  
conditions of the scenario. The predictive accuracy of these models is evaluated using cross validation 
techniques, ensuring that the relationships identified are robust and generalizable across the different 
control algorithms included in the benchmark suite.

5. Results and Discussion

5.1 Benchmark Evaluation Outcomes

The execution of the benchmark suite generated a substantial dataset comprising tens of thousands of static 
analysis reports and millions of simulated runtime trajectories. The initial analysis of the static metrics 
revealed significant variance in the performance of formal verification tools across different types of control 
algorithms.  Classical  proportional  integral  derivative  controllers  generally  exhibited  high  state  space 
coverage and rapid proof convergence times due to their straightforward mathematical formulations and 
linear control flow. In contrast, model predictive controllers and neural network based controllers frequently 
caused timeouts in bounded model checkers and resulted in highly complex, often unresolved, proofs in 
deductive verifiers. In the runtime environment, these differences manifested as distinct behavioral profiles. 
Control algorithms that struggled in the static verification phase generally triggered the runtime assurance 
monitor more frequently. The safety monitor interventions were most prominent in operational scenarios 
involving  high environmental  turbulence or  sudden simulated sensor  failures,  highlighting  the primary 
controllers' inability to maintain verifiable safety boundaries under stress.

Table 2: Aggregated Correlation Analysis Between Static and Runtime Metrics

Static Verification Metric Predicted Runtime Metric Correlation Coefficient Significance Level

State Space Coverage (%) Intervention Frequency Negative Strong High

Proof Convergence Time Boundary Violation Severity Positive Moderate Medium

False Positive Rate Recovery Time Positive Weak Low

Abstract Bound Volume Intervention Frequency Positive Strong High

5.2 Correlation Between Formal Verification and Runtime Metrics

The multivariable  regression  analysis  provided deep insights  into  the  predictive  capabilities  of  formal 
verification metrics. The most profound correlation discovered was the strong inverse relationship between 
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state space coverage achieved during bounded model checking and the frequency of runtime assurance 
interventions. Control algorithms that achieved greater than ninety percent state space coverage within the 
allotted computational bounds demonstrated a significantly lower probability of triggering the safety monitor 
during dynamic execution. This suggests that the exhaustive exploration of local execution paths is highly 
effective at eliminating the micro logic errors that frequently cause erratic dynamic behavior in autonomous 
systems. Conversely,  the proof  convergence time metric  from deductive verifiers showed a moderate 
positive correlation with the severity of boundary violations. Algorithms requiring extensive computational 
time to prove functional correctness often exhibited behaviors that skirted closely to the safety boundaries 
at runtime, implying that algorithmic complexity inherently drives a system closer to the edge of unsafe 
operational envelopes, even when mathematically correct under ideal conditions.

5.3 Limitations and Practical Implications

While the correlations identified present a strong case for using static metrics to predict runtime assurance 
requirements, several limitations within the study mandate careful consideration. The most notable anomaly 
occurred within the evaluation of neural network based controllers. Traditional formal verification tools 
struggled entirely with these architectures, resulting in static metrics that indicated total verification failure.  
However,  in several  runtime simulation epochs, these controllers performed flawlessly,  triggering zero 
interventions. This discrepancy highlights the fundamental limitation of applying classical code verification 
techniques to data driven algorithms, where safety is not encoded in logical branches but in learned weight 
distributions. Furthermore, the reliance on a software in the loop simulation, while highly deterministic, 
cannot perfectly replicate the intricate hardware timing issues and electromagnetic interferences present in 
real  physical  deployments.  Despite  these  limitations,  the  practical  implications  of  this  research  are 
substantial. By demonstrating that specific static metrics reliably predict runtime instability, engineering 
teams can implement a more dynamic approach to system certification. Rather than applying a uniform, 
highly conservative runtime assurance monitor to all systems, the monitor's parameters can be calibrated 
based on the static verification profile of the specific software version being deployed, optimizing the balance 
between performance and safety.

6. Conclusion

6.1 Summary of Findings

This comprehensive study investigated the predictive relationship between static formal verification metrics 
and the performance of dynamic runtime assurance mechanisms in autonomous control software. Through 
the development  and deployment  of  a  novel  benchmark evaluation suite,  the research systematically 
analyzed  diverse  control  algorithms  across  both  static  and  dynamic  domains.  The  empirical  results 
demonstrated clear, statistically significant correlations between the thoroughness of static verification and 
the reliability of the software at runtime. Specifically, high state space coverage during bounded model 
checking serves as a strong predictor of reduced runtime interventions, indicating that exhaustive path 
analysis effectively minimizes erratic dynamic behaviors.  Furthermore, the complexity of  mathematical 
proofs required during deductive verification was found to correlate with the severity of runtime boundary 
violations, suggesting that inherently complex algorithms operate closer to safety limits. These findings 
validate the hypothesis  that  formal  verification outcomes,  even when incomplete or  bounded,  contain 
valuable predictive data regarding the physical operational safety of autonomous systems.

6.2 Directions for Future Research

The insights generated by this research open several critical avenues for future exploration. Foremost 
among these is the necessary development of novel formal verification metrics specifically designed for  
machine learning based autonomous controllers. As the adoption of neural networks in safety critical control 
loops accelerates, creating static analysis tools that can extract meaningful predictive metrics from trained 
models is imperative. Additionally, future research must transition from simulated software in the loop 
environments to physical hardware in the loop and real world field testing. Validating these predictive models 
against  actual  physical  data  will  refine  the  correlation  coefficients  and  account  for  hardware  specific 
anomalies. Finally, there is significant potential in utilizing these predictive correlations to develop adaptive 
runtime assurance architectures. Future systems could dynamically adjust their safety boundaries and 
intervention thresholds in real time, informed not only by the immediate physical environment but also by 
the  pre  computed  verification  confidence  of  the  specific  control  paths  being  executed  [29].  Such 
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advancements will  be crucial for realizing the full potential of highly optimized, yet unequivocally safe,  
autonomous systems.
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